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Reliability: does what Is expected
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Reliability: measured in...
success/failure probability
Mean Time To Failure



Unreliability: doesn’t do what is expected
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Software Reliability Engineering

W Establish quantitative reliability targets

uuuuuuuuuu

Operation probability | cases
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Depuosit checking

Depuosit savings

00000

Input to stolen card list | 0.00058

Test statistically to predict system reliability
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Software Security Engineering
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Occurrence Initial test
probability Cases
Enter card 332 66
Verify PIN 332 66
Withdraw checking 199 40
Withdraw savings 066 13
Deposit checking 040 8
Deposit savings 020 4
Query status 00664 1
Test terminal 00332 1
Input to stolen card list 0.00058 0
Backup files 0.000023 0
Total 1 199
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quality assurance

- Alllssues (ge dates) .
Marc Apet 3005 May >>
) B E3 - = -
« Alllssues (gye dates) -
March e Ray
« Alllssues (gye dates) -
: lsuss, 4 “losue B g E] £ ey April 2005 s
- -
20 3 E3 £ ED 21 T
(S UCP e fo switc 5 5 -
There was a regyeq; tor it hnsuee s <<Mareh Allissues (6o dates) May >»
3t Wt Years, pol o110 x . " 3 5 5 Apri 2005
- - = s g o,
= HCF-6] Link 1 SWitch years u . k] e 2 2 0 b 1
MeME wias 2 reqagy 1 have g finy it
135 SWIEN years ot o) months (S cr61nig switc << March Al Sf‘ﬁ %U;G Jdates) May >
i MeME wias 2 reqagy 1
N . n m G z 3 B
At B TP LT B ;s SWIh Yoars, not ot SR ssugs, -
- - 55 e i 20 3 E3 £ E) 21 T
5 B '] na
) 5 3
DL hengion s e
. )G e = = B k1 tink SWitch years
cleas o S gy 2 pssuesy Mo There was a requag ¥ 3 3 5 G 5 3
Release @y x C) n &  youya LS haye T SSUES'Z Cseues, :
¥ = i sy T 5505 SWHEN yoarg N0t just manths, Y by e
= . o hesuzs, 1 i Issies n ! S L] L VEEsin u
- . a Beta - - z z
155uES. 5 =£a = & P
ez Relens By | o Tl sy & BRIk s
e eease Brersiog | Bety ahere Was a regagt DaE 3 ik st afogg youo W
% Pope 2 0 Release R W 7 0 % 1354085 SHIIEN Years, not gy manths,
Sublig o + eease @) fssuss S hsaug f50Es; 1
Release 2 3 ) '] " [~ 0
Release 2 x C)
Go fo; loda, < = > 5 NVERSION;
loday % + 7 = @ % £ o My
VERS o), fssues: VERSon o, L s
 Pubiic a Beta |y = = - - el - [
Releage VErsia, Release VE"S’E;’;, AR T SR s g fesuen.g 'muss-g “
Goo: tngay & Pubiic :@\:e«sm ~ n - 4
REVEESE S k< k) Z k3 ke ) £
Bt ogay @ i 2 S R oL g, L e
=56 a O Bets ] - -
Refeage VERSION,
b«?ﬁf@y,c ] @ version
Release % v 7=
Helease 3 § 3 §
Go0: gy
[]
VERSIgN,
% Pubiie
Release
r e q o

management

Exortin gy format

configuration Management
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The Software Security Framework (55F)
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DACS Software Reliability Initiative

= “Roadmap to Dependability”












Evaluation of existing capabilities
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Specification of requirements
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How to get from here to there






Recommended + deprecated practices
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How to get from here to there



How to get from here to there






Assessment Techniques
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DACS Software Reliability Initiative

= “Roadmap to Dependability”
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